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Many “new“ use-cases for real-time networking
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Audio Video Bridging

[802.1BA/Revision]

Service Provider

[P802.1DF]

Aerospace Onboard

[P802.1DP / SAE AS6675] 

Automotive In-Vehicle

[P802.1DG]

Fronthaul

[802.1CM/de]

Industrial Automation

[IEC/IEEE 60802]
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More Buzzwords

Measurements!
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Accurate measurement equipment can be expensive
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Dedicated Measurement-tailored Options

▪ Traffic generators and sinks

▪ Network taps

▪ Capture cards

▪ Licenses!

But what do we want?

▪ Accurate time stamps (by hardware)

▪ High performance (packets / second)
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General measurement setup(s)
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Hardware selection
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▪ Cheap

▪ No extra delay / jitter

▪ No packet drops

▪ No mirror port of a switch

Traffic 

Source

DUT

Traffic 

Sink

Tap Tap

Measurement 

Card

Tap

Measurement 

Card
▪ Cheap

▪ Hardware time stamping

▪ For all incoming packets

▪ Multiple ports with the same clock

▪ (or synchronized clocks)

Measurement 

PC
▪ Free PCI-E slot & lanes

▪ Decent CPU

▪ 1 Gbit/s / 84 Bytes = 1.5 Million pkts/s

▪ (many Intel onboard ports support hardware TS)

Traffic 

Source

Measurement Card

+

Traffic SinkTraffic Sink
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Building your own tap
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https://www.airnet.de/basic_internetworking1/de/html/MedStecktech_learningObject17.xml
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A closer look: ethtool -T
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What if I do not have the hardware yet? → Check the driver source
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ixgbe/ixgbe_ethtool.c ixgbe/ixgbe_ptp.c
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Sometimes, this can be inconsistent…
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cxgb4/cxgb4_ethtool.c

cxgb4/cxgb4_main.c
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So how can we use it?
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https://github.com/lsinfo3/hwtstamp-snippets
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If we can‘t use tcpdump? → Just use the right system calls
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A few preliminary results
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Traffic Source Traffic SinkTap Tap

Measurement Card

 Software TS shows jitter (±40 µs)

 Hardware TS with different clocks shows clock drift (±20 µs / second, or 20ppm, or 0.002%)

 Hardware TS with the same clock shows very stable results

▪ Constant offset of ~ 1030 µs → calibration measurements!

▪ Jitter of ±16 ns in steps of 8 ns
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More results
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What if you need more performance?
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 Usually endless loop with recvmsg calls

 Those are system calls!

 Improve performance by…

▪ Using recvmmsg for multiple messages

▪ Using PACKET_RX_RING socket option

with mmap for zero-copy reception
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Conclusion
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 Many new TSN and real-time use cases

 Accurate measurements required

 Dedicated measurement equipment can be really expensive

 In principle: just “good“ network taps and accurate time stamping

 Hardware time stamping NICs: what to look out for?

 Improve measurement accuracy by using the available features

 Evaluation shows sub-microsecond accuracy

 Using the same local clock avoids synchronization

 Calibration runs with direct cable are necessary

 Snippets are available on Github

 Throughput of measurements can be improved

 Zero-copy packet reception



Alexej GrigorjewAffordable Measurement Setups for Networking Device Latency with Sub-Microsecond Accuracy

THANK YOU!

Questions, comments, suggestions?
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