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2G/3G MVNO Core Model
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 Signaling model for a global 2G/3G core network

 Each component has equivalent in 5G core

 Interactions of 5G network functions are more complex

➔ First step: Obtaining as much information from the core as possible 

S. Geißler, F. Wamser, W. Bauer, S. Gebert, S. Kounev and T. Hoßfeld, "MVNOCoreSim: 

A Digital Twin for Virtualized IoT-centric Mobile Core Networks," in IEEE Internet of 

Things Journal, doi: 10.1109/JIOT.2023.3263258.
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Snapdragon UE

gNB

gNBCore in the cloud
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LS3 5G Campus Network Layout
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LS3 5G Campus Network Layout
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Snapdragon X55 USRP B210

srsRAN gNB
Open5GS

96 Cores, 1TB Memory

10G towards DNN

Snapdragon X55

Industry Use Cases
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5G Campus Network

6

DNN

RAN

...

U
E
s

UE1

UE2

UE3

UEn

gNB

PCF AUSF NF 1 NF n

AMF SMF

UPF

Open5GS Core

Extracts PCAPs

NFs have same clock

Identify NF tasks and 

their service times

vgNB

...

v
U

E
s vUE1

vUEn UPF DNN

Emulated devices for 

full cell behavior 

Real devices for air-

interface impact

Core does not 

differentiate



Simon RaffeckTowards Understanding the Signaling Traffic in 5G Core Networks

5G Traffic Parser

7

Packet 
Deaggregation

Filter Message 
Tuples

Separate by 
StreamID and 

Requests

Dialog

+ messages: []

+ src: str

+ dst: str

+ getServicetime()

+ toMermaid()

+ toCSV()

Message

+ data: []

+ src: str

+ dst: str

+ frame_time: float

+ info: str

+ toMermaid()

+ toCSV()

▪ Multiple messages arrive in one 

single packet

▪ Separate these into individual 

packets, keeping the timestamp
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5G Traffic Parser
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Requests
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+ src: str

+ dst: str

+ getServicetime()

+ toMermaid()
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Message

+ data: []

+ src: str

+ dst: str

+ frame_time: float

+ info: str

+ toMermaid()

+ toCSV()

▪ Filter packets by source and 

destination IP and protocol

▪ Define dialogs between NFs
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5G Traffic Parser
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Packet 
Deaggregation

Filter Message 
Tuples

Separate by 
StreamID and 

Requests

Dialog

+ messages: []

+ src: str

+ dst: str

+ getServicetime()

+ toMermaid()

+ toCSV()

Message

+ data: []

+ src: str

+ dst: str

+ frame_time: float

+ info: str

+ toMermaid()

+ toCSV()

▪ Further filter by HTTP2 StreamID – if 

possible

▪ Separate by requests and response
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Understanding 5G Signaling Traffic
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Understanding 5G Signaling Traffic
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Reduce Complexity ➔ Separate into phases
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Understanding 5G Signaling Traffic
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PDU Establishment Phase

Authentication Phase Mobility Phase
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Authentication Phase
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Mobility Phase
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Preliminary Results
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 Mobility phase does not interact with UE ➔ shortest service time

 Higher variance in Authentication and PDU Session phase

➔ Air-interface introduces longer service times and variance

Auth Phase:

Mean: 242.98

Min: 220.11

Max: 281.81

PDU Phase:

Mean: 278.97

Min: 266.51

Max: 308.81

Mobi Phase:

Mean: 8.75

Min: 6.61

Max: 11.57
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